COMMUNICATION SOLUTIONS

M2M Router PRO®

User Manual
v1.9

2017-06-29

WM Systems LLC. HUNGARY 1222 Budapest, Villa u. 8.

\)( ort s} Hoest Eredtwertniness »  Phone:+36 1 310 7075 Fax: +36 1 319 8249 Intelligence in machine-to-machine communication

W Systams Limitea

Email: sales@m2mserver.com Web: www.m2mserver.com




Document specifications

This document was completed for the M2M Router PRO® device and contains the detailed
description of the device configuration which is necessary for the proper operation of the device.

When ordering, you can choose from 3G, 4G LTE and LTE 450 module versions with further optional additional
boards (as DUAL SIM, WiFi, RS232/RS485, etc.) to the router. All of the listed settings are similar for the

modem versions.

Document category: User Manual
Document subject: M2M Router PRO®
Author: WMR
Document version No.: REV 1.9
Number of pages: 51

Hardware Identifier No.: BEO041E_MG_Main v1.4 2014.11.13. 18:56:18
OpenWRT build version: 2017-04-20
Firmware version: 2017-02-22
Kernel version: 4.4.4
Document status: Final

Last modified: 29 June 2017
Approval date: 29 June 2017




Table of contents

1. Starting up the Router .....iciiiiiiiiiii i i i s v s s s s s r s s r s naraanannnnns 5

3R O=1 o] [ oo g =T 1 PP 5

1.2 First starting the rOULEI .....iiiii e s e e s e e e s s e e s e e e rnan e e rnran 5

1.3 Web USEr iNterface & LOGIN ......uuuuuuurueurnrunnnnnnnnnnnnnnsnnnsnsnnnnnsnsnsssnsssnsnsssssnsnsnsnsnsnsnsssssnsnsnsssnsnsnsnsnsnsnsnnns 6

1.4 Accessing the router on SSh CONNECHION. . ...iiiiii i e e e e e eran 6

1.5 Accessing the router by M2M Device Management SOftWare..........uuuuururermrmrmrnnnrnrnnnnnrnnnrnnnnnnnnnnnnnnnnnnnnes 7

2. Web Administration user interface.......cociciiiiiiiiiiiiiiisrss e 8

2.1 Dashboard (Main PAgE) ....ceueiiiiiiiiiiiiie s e s e e e s st e s e e ea e s e e e e e e e e e e e e aa e e e rna e e e e ra e e rananas 8

00 A 1 = o 1 P 10
0 T8 = L1 1= 1 10
2.4 CDMA menu (ONly fOr CDMA AEVICES)....eieieieeeieeeeeieeeeeeeeeeeaeeeeeeeeeaeaeaeseaeaaaaaeaeaeaeaeeereaererereaareeereeeeereeeens 10
B BNV 1=) . 1 1= T TP UPPRPPRRN 11
B S 0T = g .0 1= 0T PP 11
2.7 NEEWOIK MEBNU ...eiiriiiiiee et e s s s e e s e e e s s s s s e e e e s sesaeeeeee s s e s eee s e e e sn s sesaeenennsnnnnsasanenns 12
3. Network configuration of the router ......c..ciciiverisieriraire e sasans 13
TR g1 =T = Lol SR o PPN 13
3.2 Mobile internet settings (MOAEIM) ...cuuuiiiiiiiii e s e eaa e e e ra e e e e e e e eanaraees 14
0 B AT = T PPN 17
3.3 Ethernet (LAN) SELHINGS 1ovvvrruuuieiiiiiiiriiriinssesseseresissssssssrerssae s s e s seeeansasessaesennsssansssssennsnnnnnsesssesnnnnnnns 21
T [0 =T T PPN 23
20 T8 B IS TR 1 TP 23
3.6 DefiNiNg the rOULE FUIES .....evveiee et e r e e e e e e e e e e eennnnas 25
A = 1= || BT T o PP PPPPPPRP 26
3.8 POrt FOrWard SELHINGS ....cceveriiiie it e e e e s e e s e e e e a e e renrnnas 28
3.9 IP routing, NAT SEEINGS...cuuuiiiiiriiiiiis e e r e e e s s s s e e s s e ran s s ran s e resa s e srnnnaaes 31
3.10 DYNamIiC DNS SEHUINGS ..cevvruuiiiiiiiiiiiiies e e et s e s e e e s s e e s eee s e e e s e e e ann s e e e e e e ennnnnns 31
4. Special settings ....ccciiicriririra i 33
4.1 M2M Device Manager SEHINGS ... iireu i ierei i s e s s e s s s s s e s s s e s s e r s e r e s e e rnn s e nenas 33
4.2 MoNItoring the MOGEM ........iiiieeei e e e s e e e e e e e e ann s 34
4.3 PING @N IP @AAIESS ...ceeeveriiieeiieeieeiiiies e s s ee e e s s s e e s e re e e s s e s se e raaaa s s e e e e e e en s a e e e e e e e e e b e e e e e errrn s 34
4.4 RS485/RS232 parameter SELHNGS .....oiiiiiiiiiiiiiii e e s e e e s eer e e e e e e s 35
4.5 Network Time Service (NTP) ... e 36
4.6 Identifiying names connecting MACKINES .....c..uuuiiiiiiiiiiiiie e e e e e e s 36
L Il I 1= a1l =T ] T 37
4.8 LED cONfiguration SEHINGS ......oeeiieiiiiiiiiiiiiieiiiis s e s s s e e e e e s e e s e e n s e e e s e e e rnna s as 38
5. Software refresh and router maintenance .........cocivviriirsisrs s 41
T N 1 01 LT ) PP PP PP PPPPPPPRIN 41
STV a1 = g Ta =T o] o] or= T ] =3P PPN 42
5.3 Restarting the roULEr .....cooo e 43
T 2= o TP 44
5.5 Password Change ........coooiiiiiiiii 44
5.6 Backup and restore Of SEILINGS . .cvuiiiiriii i r 45

5.7 HandliNg MEMOKY CAIrAS ........ccuiiiieiiieiei e a e e e e e e e e e e e 45



6. TroubleshoOting ...uiciiiiiiiiii i i r s b s s s s s s s r s s s ra s s s naasaasnnnsnnssnssnnn
7. Support availability...ciciiciiiiiiiiiirisrisris s s s rana 49
7.1 Contact the SUPPOIE lINE ..cuuveeeiiiiii it e e e s e nebanas 49
2 8 & (oo 18 ol =10 ] o 1o (PSPPI 50

51

s =T ¢ = 1 1 o1 o o



1. Starting up the Router

1.1 Cable connection

2G/3G/LTE ZigBee RF868 2G/3G/LTE

1. Mount a 2G/3G or two LTE SMA antenna — according to the module type - to one of the
Antenna titled SMA-M interfaces (in case of LTE module all the two antenna must be
mounted).

2. If there is a WiFi module presented, then connect a WiFi antenna to the WiFi titled antenna
connector.

Cell.
) WiFi uSD

Power supply
8-32V SIM

3. Insert an activated data SIM card to the SIM holder, placed the chip-side up and the
cutted edge towards to inside and push until it sleeves.

4. Connect UTP cable to the R1J45 port (Ethernet titled), the other side of the cable must
be plugged to the PC or a current network device.



5. The DHCP service is turned off for the router Ethernet interface, by default.
Therefore, you have to configure an IP address for you PC, manually.

Add for. e.g. the 192.168.127.10 IP address to your computer’s Ethernet interface for
connecting to the router.

(If you have the WiFi onboard version of the router, then you can configure your router
on WiFi (DHCP activated).

1.2 First starting of the router

. Plug the 12V DC power adapter chord to the POWER interface, then plug the adapter to
the 230V electrical network.

. The router has a pre-installed system (contains uploaded firmware and system software).
By plugging the power adapter to the 230V AC socket, the router begins to work, whereas its
LED signals are showing the current activity during the operation.

. When the router is booting, the upper ST LED will be flashing once per seconds with green
light, which means that the system is loading the system. The system starting then takes about

2 minutes while it will be ready for usage.

. When the ST LED will not flashing anymore (but the other LEDs are active), then the system is
ready for operating. Then the ST LED will blink once in every 10 seconds. The router is available
on the web user interface and operating well. Then the router is available on the web user

interface and operating well.

. In case of availability of the WiFi (if WiFi module is presented in the device) then the lower WiFi
LED lighting continuously by green light. This assigns that the WiFi/Access Point is available for
the connecting clients — for accessing the public Internet.

. The mobile network availability is signed by the middle Cell LED. When the SIM card network
registration was successfully performed by the modem, the middle LED lights continuously by
green.

. As soon as you can, configure the internet settings of the wireless module (SIM and
APN) for connecting to the 3G/4G/LTE network — in other case the router will be
restarting in every 10 minutes!

. If you notice any failure or unusual LED flashing, then go to the Troubleshooting chapter.



In case of restart or manual restarting of the router, all the three LEDs will lighting for 1 second
with red colour, then will be blank for a couple of seconds. Then the boot sequence repeats from

the point nr. 3 as it is written here above.

1.3 Web user interface & Login

1. Then now you can connect to the router’s local web interface (LuCi) through the
Ethernet interface — on its default address.

Attention!
For accessing the web user interface we offer the Mozilla Firefox web.

Default web user interface (LuCi) address is: https://192.168.127.1:8888

The login data are the following:
e Username: root
e Password: wmrpwd

e then push to the Login button.

M2M-Router-PRO

Authorization Required

Please enter your username and password

Username

Password ssssss

@ Login B Reset

Powered by LuCl Master (git-12.137.54403-f67d3%e) / OpenWrt Designated Driver 49022

2. Allow the accessing of the router default IP address in your browser by pushing to the

Special button, then allow the safety exclusion into the pop-up window.

Attention!
When connecting to the public network, it is recommended to change the login password!

The ethernet IP address can be modiified after login from the OpenWrt.



https://192.168.127.1:8888/

1.4 Accessing the router on ssh connection
The router can be accessed through an ssh connection, when it is available on its IP address — by

a terminal utility (e.g. putty) — at 192.168.127.1:22 (Login: root, Password: wmrpwd).
RI=IE

root@192.168.6.109"'=s password: o

1.5 Acessing the router remotely by M2M Device Manager software

By optional, you you can use the central remote device management application (M2M Device Manager) for

your router devices. Which provides = oo - 0o

Alliander Element Manager - Device Configuration "ﬂvﬂ\\
i i i 1 Login  Systemmessages Statstics Device monitoring Device management Device confia  Group config User config  Systemsetup Web  SNMP (Server)
continuous monitoring of the operation
! General settings Modem settings LAN DHCP settings [Jenable Manage
. R . Communicaton: [ Enabled Watchdog: IC' h 0 [ New
remote configuration and remote firmware @ = sowsdiirs i T :

MSIN; 0000008085 3 Excel export
LAN IP settings

Comm: [INat [Disabled EAPing enabled

Find
Local IP: 152.168.2.112 [3 ik
) Upload conf

T4 Upload srv ent,

WAN settings Oedit 3 Excelimport

u pdates_ Network IP: 192.168.2.112

|
Port (SSHfSRV): |22 1 |#43 C

i

B

Login name: root

The server application assures the | ...

Gateway:
Password again: 7 Undo
H Broadcast: SNMP:
opportunity to manage even thousands Or | eew 0 L wn soses
. . GRE
routers and listeni ng the network Remote sddress; | | Fioe sdcress: | || Peer acress: | Route net:
Status P D Description RSS| ECIO  Diag  Uptime Last refresh Modem version  OSwi
2 5
COnneCtIOnSl D Active 192.1682.113 a100004491113b -128 231 1] 663.08 2016.07.18. 15:29:07 22.00.001 2|
W Offine 192.168.2.114 a100004d911850 128 -3 0 306.46 2016.07.18. 15:17:29 22.00.001 2
- - - - D Active 1921682115 a100004d911147 -128 231 1] 669.17 2016.07.18. 15:29:13 22.00.001 2|
It Is avallable through ||Cense Constructlons, |> Active 192.168.2.116 a100004d911150 -128 31 0 670.83 2016.07.18. 15:2%:15 22.00.001 2
D Active 192.188.2.117 2100004d911738 128 A 0 67272 2016.07.18. 15:28:17 22.00.001 21
D Active 192.168.2.118 a100004d911433 128  -31 o 674.51 2016.07.18. 15:29:18 22.00.001 2|
| d 1 | D Active 192.168.2.118 2100004d911633 126 - 0 676.18 2016.07.18. 15:22:20 22.00.001 2
please advise our sales. 2 =
Administrator 2016.07.18. 13:34:17 V312 Copyright @ M2M 2016

M2M Device Manager website: http://www.m2mserver.com/en/product/ m2m-device-manager/



http://www.m2mserver.com/en/product/%20m2m-device-manager/

2. Router configuration on the OpenWrt user interface
2.1 Dashboard (Main page)

After the login to the web interface, the startup screen appears with the current status of the router.

M2M-Router-PRQ  status - System - Router - Services - Network AUTO REFRESH OH
Status
System
Hostname M2M-Router-PRO
Model Atmel AT91SAMIXZ25-EK
Firmware \ersion Open'Wrt Designated Driver r42022 / LuCl Master (git-15.137.54403-f57d38e)
Build Date 2017-04-20 09:39:16.372111327+02:00
Kernel Version 444
STM32 Firmware 201604191
Local Time Thu Apr 27 14:00:16 2017
Uptime 0h4m 23s
Load Average 1.74,1.30, 0.57
Memory
Total Available 89020 kB / 125580 kB {T0%)
Free B4276 kB / 125560 kB [57%)
Buffered 4744 4B /125560 KB (2%)
Network
Modem Model EH3Z5-E
IMEI 358173053776707
SiM D 8936200003250172672
Modem RSSI 1
Modem 5Q 90
CREG 21,112047"01CD8B54" 6
COPS 0,0, Telenor HU™ 2

IPv4 WAN Status £ Type: g

2g-wan Address: 81.10

-

Connected: 0h Om 85

Check the Build Date (OpenWrt) statuts that it is 2017-04-20 or newer and the STM32 Firmware
version.

At the Network part you can check the Modem model, modem identifier (IMEI), the SIM
identifier ICC (SIM ID), the Modem RSSI (mobile network signal strength), the Modem SQ
(signal quality CSQ) values, and the SIM-card logon data (A7+COPS?), with the IPv4 WAN
status of the network (as connection Type, IP address).



2.2 Menu

By the

menu you can access the following features:

Status — Status data, operation logs, operation monitoring

System — System settings, administration, software and fw-refresh, backup/restrore of the
configuration settings

Router — Device Manager settings, Modem and Logging parameters, Ping an IP address,
Daily restart, Factory settings

Services — DynDNS (dinamic DNS) settings, Ser2net configuration (RS232/RS485)
Network — network interface settings, WiFi settings, DHCP, DNS, Route rules, diagnostics,

firewall

2.3 Status menu

M2M

Status

System

Hostn

Model

Firmware Version

In the Status you can check the current status (Overview) ,

activities of the router (Processes),

monitoring the realtime operation at the Realtime Graphs,

check the system messages and event log (System Log and Kernel Log),

at the Firewall item, you can see the firewall events and information,

at the Routes item the valid/active route settings.

-Router-PRO Status = System 5 AUTO REFRESH ON

ame I-Router-PROD
el ATI1SAMIXZ5-EK

Cpen\Wrt Designated Driver r43022 / LuCl Master (git-15.137.54403-f67d3%)

2.4 System menu

You ca

n found several system settings in the System and Administration menu items.
Installation of further Software (3rd party tools, applications for the Linux distribution.
You can define the Startup applicatons — resident programs during the operation and th
Scheduled Tasks.

Setup the NTP server for Time Synchronisation.



e The Mount Points are showing the available (mounted) shares and drives.

e The LED Configuration is also configurable.

e You also can Backup / Flash firmware updates even Rebooting the router device.

M2M-Router-PRO Status ¥ System S 5 ‘ AUTO REFRESH O

Status
System
Hostname ]
Model S R0 0: £«

Firmware Version ated Driver 49022 / LuCl Master (git-15.137 54403-f67d3%e)

Build Date 3:33.364681421+01:00

Kemel Version

2.5 Router menu
e You can define the remote monitoring software connection settings of the az M2M Device
Manager.
e Then at the Modem parameters (define special parameters for the connection).
e Define the Logging parameters.
e At the Periodic Ping you can configure the cyclic heartbeat ping interval settings — as a
network checking method feature.

e The daily router reboot can be allowed at the Periodic Reboot menu item.

e The backup of the factory settings is possible at the Factory Configuration (saves to a
file).

M2M-Router-PRO  Status -  System~ Router=  Semices =  Metwork = Logout AUTO REFRESH ON

Device Manager

Status

System
Hostname

Model

2.6 Services menu
e Here you can define the DynDNS (dynamic DNS) service settings
e Also the RS232/RS485 port communication settings (Ser2net).



M2M-Router-PRO  status ~  system

AUTO REFRESH ON

Status )

2.7 Network menu

e Here you can configure the settings of each network Interfaces

e You can check the WiFi connected devices at the WiFi item.

e You can modify the DHCP and DNS settings.

o or define the router network device name at the Hosthame.

e The Static route paths can be also defined.

e The Firewall rules can be declared here as the following submenu items: Port forward, IP
router, NAT settings.

e At the Diagnostics item, you can test the network operation and connection health by the

ping an IP address for the interfaces.

M2M-Router-PRO Status System Router Semvices Metwark Logout AUTO REFRESH ON

Status

System
Hostname M2M-Router-PRO

Model Atmel ATS1SAMIX25-EK

Civmmnsamen Vmrmioe Plmmnnl Al Pl b A Mine 42T CAAND FCTAINA0



3. Network configuration of the router

3.1 Interface settings

The list of the available network interfacescan be found at the Interfaces / Interface Overview
menu item.

The LAN interface meaning the Ethernet port connection (eth0), the WAN interface is the public

wireless Internet connection (as 3g-wan, in case of LTE: eth1) — which means the 3G, 4G, LTE

450 module by physically.

In case of WiFi the proper related interface is also available.

Modifying the interface settings

At the interfaces, at right you can modify the settings with the

The Stop button stops the communication on the current interface, the

reconnects the related interface connection.

M2M-Router-PRO

Status =

Metwork «

Logout

Edi
4 EU button.

& Connect

button

AUTO REFRESH ON

WAN  WIFI  LAN

Interfaces

Interface Overview

Network Status Actions
LAN Uptime: Oh 24m 4s P :
i MAC-Address: 0E-64-15-3E-B0-67 @ Connect || @ Stop 4 Edit €] Delete
= RX: 363.31 KB (3678 Pkis )
Sl TX: 775.27 KB (3463 Pkts )
1Pv4: 192.168.127.1/24
WIFI Uptime: Oh 23m 44s . )
MAC-Address: 33:1D:D9:43-ED-FA @ Connect || @ Stop 4 Edt Bl Delete
2 RX: 0B (521 Pkts.)
Master "M2W_Pro3 TX: 1.62 KB (5 Pkts.)
IPv4: 192.168.5.1/24
WAN Uptime: Oh 22m 49s P :
MAC-Address: 00-00-00-00-00-00 @ Comect ||\@ Stop JB Edt |8 Delete
= RX: 1.09 KB (14 Pkts.)
3g-wan

£ Add new interface

Powered by LuCl Master (git-15.137.54403-f67d3%¢) / OpenWrt Designated Driver r49022

TX: 1.51 KB (26 Pkts.)
IPvd: 172.31.158.141/32
IPv6: fe@0::e88fb795:207a:96c0/128

oo o

At the upper WAN, WIFI, LAN titles you will found further settings related to the chosen interfaces.



3.2 Mobile internet settings (3G/4G/LTE450 modem)
Open the WAN item from the upper selection. Then at the General Setup tab you can see the

current status of the interface and the transmitted data amount.

[\"1 : [\"1 - Route - P RO Status ~  System =  Router~  Services = Metwork =~ Logout AUTO REFRESH ON

VWAN WIFI LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use WLAN notation INTERFACE . VLANNR (g.q.° eth0.1)

Common Configuration

General Setup Advanced Settings Firewall Settings

3g-wan MAC-Address: 00:00:00:00:00:00
RX: 1.09 KB (14 Pkts.)
TX: 1.51 KB (26 Pkts.)
IPvd: 172.31.158.141/32
IPv6: f280::288fb795:207a:96c0/128

Status =) Uptime: Oh 28m 40s

Protocal | UMTS/GPRS/EV-DO j
Modem device | /devittyAC3 j
Senice Type UMTS/GPRS j

Mabile country code

Mabile network code

Dual SIM- T

SIM #1 APN

Fa

SIM #1 PIN

SIM #1 PAR/CHAR usemame

SIM #1 PARP/CHAP password

o]

Dial number

Configure the module to the wireless internet and for the 3G/4G/LTE network connection (by the
modem type and network behaviour) here for the WAN interface.

For configuring end enabling the roaming settings — in case of international or country border
usage — you may need to setup the Mobile country code and Mobile network code parameters
— even if you are attempted to use only a prefered mobile network.

The international country codes can be found here: http://mcc-mnc.com

Ask your mobile operator about the available international settings.


http://mcc-mnc.com/

You can define the SIM #1 APN account name, and the SIM #1 PIN code if it is necessary for
the connection.

Attention!
The available APN settings will be assured by the SIM card provider mobile operator or your
mobile internet service provider.

Here you will found some examples for the APN settings.

M2M APN (enclosed)

APN name: wm2m

SIM #1 APN Vm2m

Public Internet APN (opened)

APN name: net

SiM #1 ARMN

The LTE 450 communication needs special network and an LTE capable SIM-card for the

succesful connection!

Automatic mode
When you not set any value for the APN, the router will connect by the SIM-card automatically

to the next available network’s available APN.

Authentication
The PAP/CHAP username and PAP/CHAP password settings can be also configured here — if
it is required for the connection.

When you are attempted to use a DUAL-SIM version router
This can be used well as an alternative — or spare - network path, when the operation can be
granted with better change instead of the field coverage (adding further mobile operator service).

Check in the Dual SIM option and define the SIM #2 APN and PIN code parameter over the SIM
#1.



Fom the Dual-SIM handling... Dual SM
The nr. #1 SIM can be accessed by externally

of the router, the SIM #2 is located inside the

SIM#1 APN | net

SiM #1 PN

router.

The switching between the SIMs is automatic. SIM #1 PAPICHAP usemame

It will switch to the next, when with the <1 %1 PAPICHAP paseword ;
current SIM it cannot register to the network, e ron [

or it is hanging or not operating.

The switching between the SIM cards is Si #2 PIN

possible in turned of modem status. It takes SIM #2 PAP/CHAP usemame

about 1.5-2 minutes while the new SIM card SIM £2 PAP/CHAP sassword .

will be registered to the mobile network.

The SIM switching can be occured by the following possible events in case of every modem
types:

- Optional ping does not work (Periodic ping)

- Wrong SIM PIN code

- RSSI low value (99 or 0)

- No available PPP connection (timeout)

There is no SIM switch recovery, the switching is continuous. When none of the SIM cards were

registered to the network, then it will continuously switching the SIM cards.

Click to the SEVERWLY:J: button for saving the settings, while the devices attempts then

connecting to the mobile network.

Attention!
After doing the SIM, APN settings, and saving the settings, the router and the modem will not

be automatically restarted futhermore!

Only in case of using the LTE450 modem:

- After the SIM switching, the modem cannot registered for more than 2 minutes
- After 1 minute of the registration it still does net gets WAN IP address to the eth1l interface (still
will be 10.0.0.10)



3.3 WiFi settings (in case of WiFi presence)
Choose the WiFi option from the menu, then at the General Setup tab you can define a different

IP address range for the IPv4 address.

The WiFi feature is optional for the router. In case of presense of the module, the default WiFi
mode is the Access Point, which means that the connecting clients on the WiFi can be using the
wireless internet connection of the router. The WiFi module interface is bridged to the ethernet by
default.

The default WiFi password for the M2M_Pro3 SSID is: M2MPro_123

WAN WWIF LAN

Interfaces - WIFI
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings
Status " Uptime: Oh 35m 58s
Master "M2M_Pro3 MAC-Address: 358:1D:D9:43:ED:FA

RX: 0 B (782 Pkts.)
TX: 1.62 KB (5 Phkts.)
IPv4: 192.168.5.1/24

Protocol Static address j
IPvd address 192.168.5.1
IPvd netmask 2552552550 j
IPv4 gateway
|Pvd broadcast 192.168.5.255
Use custom DNS semvers ull

IPv6 assignment length disabled j
@ Assign a part of given length of every public IPvG-prefix to this interface

At the Advanced Settings tab, in the DHCP Server part, check the Start IP address and the
number of the max. connectable WiFi clients (Limit). The router will assure IP addresses from Start
IP address up to the Limit for the connecting clients. The IP address will be automatically provided

for clients on the WiFi network.



Interfaces - WIFI

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bring up on boot
Use builtin IPv6-management W

Override MAC address

Override MTU

Use gateway metric
¥

DHCP Server

General Setup Advanced Settings IPvE Settings

Ignore interface

' for this interface

Start 10

@ Lowest leased address as offset from the network address

Limit 5

@ Maximum number of leased addresses

Leasetime 12h

@ Expiry time of leased addresses, minimum is 2 minutes ( 2m)

On the top of the screen, the Bring up on boot feature must be active (which initializes the 3G
module when the router is booting), and the Use default gateway also must be active.
When you modified the settings, save them by the SEXKWLY]:])Y button.

M2M-Router-PRO Status System Senices AUTO REFRESH ON

radio0: Master "M2M_Pro3"
Wireless Overview

=) Generic MACB80211 802.11abgn (radio0) § Scan 2 Ad

55I1D: M2 _Pra3 | Mode: Master .
@ 0% - Disable Edit Remove
L Wireless is disabled er not associated @ L4 &

Associated Stations
SSID MAC-Address Host Signal / Noise RX Rate / TX Rate

Mo information available

The connecting WiFi clients can be listed at the Network menu / WIiFi menu item - at the

Associated Clients part.



You can define or modify further the current WiFi settings by the & =

button.

M2M-Router-PRO Status System AUTO REFRESH ON

radio0: Master "M2M_Pro3

Wireless Network: Master "M2M_Pro3" (wlan0)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all
defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the interface
Configuration

Device Configuration

General Setup Advanced Settings

Status @ SSID: M2M_Pro3 | Mode: Master
0% Wireless is disabled or not associated
Wireless network is enabled @ Disable

Made Channel
Operating frequency Legac-_-.-j 6 (2437 MHz) j

Transmit Power 20 dBm (100 m\WV) j
@ dBm

Interface Configuration

General Setup Wireless Security IMAC-Filter

ESSID M2M_Pro3

Mode | Access Point j
Network [T ||ap Z
WM wifi- @
T create:

@ Choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new netwark

The Wireless Network (WiFi interface) settings can be seen at the Interface part. The ESSID
is the name of the SSID point (will be listed for the clients under this name). Therefore the wireless

devices can easy to discover and found it, and connect to the router by using the WiFi password.

Attention!

Edit

The reconfiguration of the SSID is highly recommended, which can be initiated by the L
button.

At the Mode defines the WiFi operation mode as it can be Access Point or Client. In Client

mode, the router can connect to other router.



If it is necessary to change the encryption method/level or WiFi password, you can make it at
the Wireless Security tab, at Encryption field — where you can change to an another. By
default the encryption os WPA2-PSK.

At the Key field you can change the WiFi connection password.

Interface Configuration

General Setup Wireless Security MAC-Filter

Encryption | WPAZ-PSK B
Cipher auto j
Key ---------- |§'
(€] Back to Oveniew Save & Apply

3.4 Ethernet (LAN) settings

For the LAN interface, at the LAN menu item at the General Setup tab you can define an own IP

range (IPv4 address), with the related IPv4 netmask (subnet mask).

The detailed LAN interface settings can be performed by the Network Interfaces menu item at

@ Edi

the LAN interface button.

Change the default 192.168.127.1 router IPv4 address to a different (own) IP address,

regarding the current subnet.

Check the IPv4 netmask to be proper for the selected and required network class which you are

attempted to use.

When you modified the settings, save them by the SE\ERY.V]:1)Y button.
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VAN WIFI LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use Y

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status s Uptime: 2h 42m 18s
ethd MAC-Address: 0E-64:1B:3E:B0:87
RX: 2.09 MB (19249 Pkts )
TX: 5.55 MB (17305 Phkts )
IPv4: 192 168.127 1/24

Protocol Static address j
IPv4 address 192.168.127 1
|Pv4 netmask | 255.255.255.0 j
IPvd gateway
|Pv4 broadcast
Use custom DNS servers ]

IPv6 assignment length disabled j
@ Assign a part of given length of every public IPvG-prefix to this interface

IPvE address
IPvG gateway

IPvE routed prefix

@ Public prefix routed to this device for distribution to clients

Important!
The DHCP service is turned off for the router Ethernet interface, by default. Therefore, you have
to configure an IP address for you PC, manually.

If you are not attempted to use a fixed IP address for the router, and if you want to use DHCP given
IP by a different network device, then modify the IPv4 address to the connecting gateway — or
other network device - IP address, and choose theStatic address at the Protocol, the DHCP client

@ Swichprotocel | 1y ton. Then the DHCP client will be activated for

setting, and push the
ethernet interface.

Push the EEXRWV]51)Y button for performing the changes.



3.5 DHCP, DNS settings

The DHCP service allows the automatic IP address providing for the connecting devices in the
current IP segment by the router.

The DHCP settings can be found at the Network menu, DHCP and DNS item.

DHCP Server

General Setup IPvG Settings

Ignore inteface ™! (@ Disable DHGP for this interface

|£] Back to Overview Save & Apply

Important!
The DHCP service is disabled by the factory default configuration. First, you have to enable the

DHCP service for the usage and performing the further DHCP settings!

If you attempted to enable the DHCP service, uncheck the Disable DHCP for this interface option.

Then the related parameter settings will be visible with their default settings.

DHCP Server
General Setup Advanced Settings IPv6 Settings
Ignore interface ] @ Disable DHCP for this interface.
Start 100
@ Lowest leased address as offset from the network address.
Limit 150
@ Maximum number of leased addresses.
Leasetime 12h

@ Expiry time of leased addresses, minimum is 2 minutes ( Zm ).

+] Back to Overview Save & Appl Save
pply

The Start field means the starting IP addres in the subnet for the connecting devces (by default
192.168.x...). You can Limit how many IP addresses will be provided. The router will be providing
addresses for the connecting devices in the 192.168.x subnet within the Start and between the

Start+Limit address range (especially important for WiFi).



Save the settings with the SEVERIYAV]])Y button.

The further DHCP settings can be achieved at the Network menu, at the DHCP and DNS item,

General Settingsj«:]s}
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DHCP and DNS

Server Settings

General Settings Resolv and Hosts Files TFTP Settings Advanced Settings

Domain required

Authoritative

Local server /an/

@ Local domain specification. Mames matching this domain are never forwarded and are resolved from DHCP or hosts files only

Local domain lan

@ Local domain suffix appended to DHCP names and hosts file entries
Log queries ™ @ Write received DNS requests to syslog

DMS forwardings ]

Rebind protection M @ Discard upstream RFC1918 responses
Allow localhost W @ Allow upstream responses in the 127.0.0.0/8 range. &g for RBL senices

Domain whitelist i
@ List of domains to allow RFC1918 responses for

Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

There are no active leases.

At the Active DHCP Leases part you can see the list of the devices, which given their IP addresses

from the router’s DHCP service (with the renewal /ease time).

S A% devices to always provide the same dedicated IP address

In the Static Leases part you can
by the router. This can be required by adding values to the Hostname, the MAC-Address and the
IPv4-Address.

When you have modified the settings, save them by the SE\ERYL 1) button.



3.6 DNS settings

You can configure the DNS service from the Network / DHCP and DNS menu, with chossing the

Advanced Settings tab.

At the DNS server port field you can define the port for the DNS service (by default its port number
is 53).
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DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for [AT firewalls

Server Settings

General Settings Resolv and Hosts Files TFTP Settings Advanced Settings

Filter private ™ (@ Do not forward reverse lookups for local netwarks
Filter useless I (@ Do not forward requests that cannat be answered by public name servers
Localise queries B @ Localise hostname depending on the requesting subnet if multiple IPs are available
Expand hosts M @ Add local domain suffix to names served from hosts files
Mo negative cache I~/ @ Do not cache negative replies. e.g. for nat existing domains

Additional servers file

@ This file may contain lines like 'server=/domain/1.2.3 4 or "server=1.2_3 4" fordomain-specific or full upstream

Strict order [ @

servers will be gueried in the order of the resolvile

Bogus NX Domain Override ]
@ List of hosts that supply bogus NX domain results

@ Listening port for inbound DNS queries

query port

@ Fixed source port for outbound DNS gueries

@ Maximum allowed number of active DHCP leases

packet size

@ Maximum allowed size of EDNS.0 UDP packets

cancurrent queries

@ Maximum allowed number of concurrent DNS queries

Active DHCP Leases

Hostname IPvd-Address MAC-Address Leasetime remaining

When you have modified the settings, save them by the SE\ERYL 1) button.



3.7 Defining the route rules

In the Network menu, Static routes item you can define the rules for the current routing.

£7) Add

You can define a new one by the button.

These can be perormed by choosing the related interface and adding the Host-IP or Network

name, the IPv4-Netmask, and IPv4-Gateway.

M2M-Router-PRO  status

Routes

Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes

Interface Target |Pvd-Netmask Pyl -Gateway Metric MTU

Host-|P or Netwark if target is a netwaork

This section contains no values yet
1 Add

Static IPv6 Routes

Interface Target |Pv6-Gateway Metric MTU

|PvE-Address or Network (CIDR)

This section contains no values yet

) Add

SEVCRYLY)3])Y your settings here.

3.8 Firewall settings

By default, the firewall is active, but it allows all communication. It can be necessary to limit the
traffic.

On the public internet the you can have several network attack and getting unwanted
communication, internet data collection by applications. These all over the unwanted network

activity causes the growing the mobile network traffic and increasing the transmitted amount of



data (which is unnecessarly decrease the available data package amount of the SIM card in the

router).

Important!
It /s offered to check the network traffic on the router. Check the connections, the active

the Connections tab — where these can be listed.

communication channels (port number, incoming IP) and listen the incoming activities and for

sure the output traffic! These all you can check in the Status menu, Realtime Graphs item at

If will you identify communication from an unwanted IP/port, then you have to disable or limit the

occured port or IP-segment at the firewall setting rules to deny this traffic.
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Load

Traffic Wireless Connections

Realtime Connections

This page gives an oveniew over currently active network connections

Active Connections

Network

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

upp: 160 Average: 163
Tce: 7 Average: 7
Other: 4 Average: 4

Protocol  Source Destination
TCP 192.168.127.2:51404 M2M-Router-PRC.lan:8888
TCP 192.168.127.2:51406 M2M-Router-PRO.1an: 8888
TCP 192.168.127 2:51367 157.55.56.172:40028
TCP 192.168.127.2:51369 55.55.223.25:40013
UDP 192.168.6.103:17500 255.255.255.255:17500
ICMP 192.168.127.2:0 192.168.251.0:0
ICMP 192.168.127.2.0 192.168.6.109:0
UoP 192.168.127 2:64558 192.168.6.205:161
UoP 192.168.127.2:59509 rrcs-24-43-69-30.west.bizrmcom:49001
TCP 192.168.127.2:51389 91.190.218.54:12350
UDP 192.168.127.2:33290 157.55.235.170:40008

{2 minute window, 2 second interval)

Peak:

Peak:

Peak:

490

21

5

Transfer

1.69 MB (2322 Pkis.)

590.10 KB (862 Pkis.)

5133 KB (184 Pkis.)

28.06 KB (102 Pkts.)

5.00 KB (28 Pkts.)

3.34 KB (57 Pkis.)

3.22 KB (55 Pkis.)

2.69 KB (26 Pkis.)

1.92 KB (10 Pkis.)

1.82 KB (17 PKts.)

1.40 KB (8 Pkts.)



In the Status menu, Firewall item you can check the firewall statistic. The INPUT means the
incoming, the OUTPUT the outgoing/transmitted and the FORWARD means the forwarded

communication/traffic hereby.

As it can be seen, there are several communicating IP addresses on several ports to the router and

subnet.
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Firewall Status

IPv4 Firewall IPv6 Firewall
Reset Counters Restart Firewall
Table: Filter
Chain INPUT {Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Pkts. Traffic Target Prat. In Out Source Destination Options
1862 172.54 KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0 ID:66773300
3638 2587.34 KB input_rule all * * 0.0.0.0/0 0.0.0.0/0 ID:66773300 /* user chain for input %
3481 271.86 KB ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 ID:66773300 ctstate RELATED ESTABLISHED
1 4400B DROP all * * 0.0.0.0/0 0.0.0.0/0 ID:66773300 ctstate INVALID
3 1.54 KB syn_flood tcp * * 0.0.0.0/0 0.0.0.0/0 ID:66773300 top flags:0x17/0x02
55 576 KB zone_wan_input all 3g-wan * 0.0.0.0/0 0.0.0.0/0 ID:66773300
101 969 KB zone_lan_input all ethd * 0.0.0.0/0 0.0.0.0/0 ID:66773300

0 0.00B zone_lan_input all wlan0 * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Pkts Traffic Target Prat In Out Source Destination Options

Another method for limitation is disabling all ports, to open / then enable only the necessary

communication ports, IP-segments or allowing exact IPs.

You can modify the firewall settings at the Network menu, at the Firewall item, General
Settings tab.

For first, the communication rules are listed here with the directions and operation of the
communication rules.

Here, you can see and modify the general rules of the communication, at the Input (incoming),

Output (outgoing) and Forward operations one by one by accept it, or reject, drop.

You can Delete the settings or L modify.



] Add ] Delete

At the Zones part you can a new rule to the current ones. You also can or

Edit .
4 Ean existed rule.

When you are attmepted to add a new firewall rule, it must be performed very carefully, because
you can disable or tilt ports communication which are used by the router or some network services

by general (e.g. Port nr. 67 is necessary for the DHCP service and 80 port for the, etc).
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General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow

General Settings
Enable SYN-flood protection W

Drop invalid packets W

Input accept j

Output accept j

Forward accept j
Zones
Zone = Forwardings Input Output Forward Masquerading M5S clamping
wan: wan:[&| = lan accept = accept = acce:-tj i r (£ Edit || p¢] Delete
lan: lan: 2l{wifi: @ = BEn acce:-tj accept @ acce:-tj | [l £ Edit %] Delete
] Add

Save & Apply Save

When you have modified the settings, save them by the SE\CERY.Y:):1)Y button.

At the Advanced Settings tab you can limit the incoming, outgoing, and forwarded traffic for each
subnets. When you have modified the settings, save them by the SE\ERIY:V]:])Y button.



The firewall can be configured by default to allow or tilt the communication — according to the
chosen settings.

The firewall is not protecting the router against external network attacks or intrusions if you will just
enable the firewall feature.

For a massive safety, further port-level filtering or interface traffic limits or Traffic Rules settings

are necessary to define!

eneral Settings Port Forwards Traffic Rules Custom Rules

Firewall - Zone Settings - Zone "wan"

Zone "wan"

This section defines common properties of "wan". The input and output options set the default policies for traffic entering and leaving this zone while the forward
option describes the policy for forwarded traffic between different networks within the zone. Covered networks specifies which available networks are members of

this zone
General Settings Advanced Settings
Restrict to address family | IPv4 anly j
Restrict Masquerading to given il
source subnets
Restrict Masguerading to given ]

destination subnets
Force cannection tracking I

Enable logging on this zone [~

Inter-Zone Forwarding
on zones cover forwarded traffic originating from "wan™

The options below control the forwarding policies between this zone (wan) and other zones. Destin
Source zones match forwarded traffic from other zones targeted at "wan". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a
permission to forward from wan to lan as well

Allow forward to destination 7

lan: lan: Sl wifi: e
- - = =
zones

Allow forward from source w

lan: lan: g% | wifi: 48
- s =3 N =
zones

(€] Back to Overview Save & Apply

When you have modified the settings, save them by the SE\ERIYLY]:1)Y button.
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General Settings Part Forwards Traffic Rules Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router

Traffic Rules

Name Match Action Enable Sort
This section contains no values yet

Open ports on router:

Name Pratocol External port

TCP+UDP j £ Add

New forward rule:

Mame Source zone Destination zone

I j wan j (€] Add and edit

Source NAT

Source MAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple YWWAN
addresses to internal subnets

Name Match Action Enable Sort
This section contains no values yef

New source NAT:

When you have modified the settings, save them by the SE\ERY.Y:):1)Y button.

3.9 Port Forward settings

Here in the Network menu, at the Firewall item, Port Forwards tab you can setup, that which

port forwarding rules should be valid. Here you can add the necessary ports and IP adresses.

7] Add

You can add a new rule by the button.

When you modified the settings, save them by the SE\ERY.V]:1)Y button.
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General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN

Port Forwards

Name Match Forward to Enable

This section contains no values yet

New port forward:

MName Protocal Extemnal External port Internal Internal IP address  Internal port
Zone Zone

TCP+UDP j wan j lan j j

Save & Apply Save

3.10 IP routing, NAT settings
In the Network menu, Firewall item, Traffic Rules tab you can setup the Traffic Rules, and

the Source NAT settings.

2M-Router-PRO

General Settings Part Forwards Traffic Rules Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Traffic Rules

Name Match Action Enable  Sort

This section contains no values yet

Open ports on router:

MName Protocaol External port

TCP+UDP j £ Add

New forward rule:

Mame Source zane Destination zone

lan j wan j €] Add and edit



You can add a new rule by the S A% b tton. Here you can open ports (e.g. for TCP) for the
packages, or define new forwarding rule for interfaces (New forward rule).

When you modified the settings, save them by the SENKWLY]:])Y button.

The Source NAT settings can be performed for each protocol (tcp, udp), that the router allows the
redirection of data —which incoming IP address and port must be redirected to which outgoing IP address
and port and must be forwarded the data traffic. You also can define a port range, hereby.

Source NAT

Source MNAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic. for example to map multiple VWAN
addresses to internal subnets

! .
Name  Match Action Enable Sort
This section contains no values yet

New source NAT:

MName Source zone Destination zone To source IP To source port

lan j wan j Do not rewrite j €] Add and edit

These rules must always be defined, not disallowing the general communication and must consider
that the router must be further available on the network. It is easy to enclose the router from the

network or disabling the remote access. Please, be careful when configure these settings.

Important!
Always check the used standard ports by the network services and allow these (e.g. FTP: port

21, SSH/Telnet: port 22, web. port 80, general network traffic on windows: 443, etc.).

The proper port filtering, routes are minimizing the communication, what could be important by
safety reasons, and could decrease the open threads and risks of safety leaks. Always limit the
access of services, and decrease the amount of the througput communication on the network by

rules to provide the operation of the necessary services, ports.

When you modified the settings, save them by the SENKWLY]:])Y button.



3.10 Dynamic DNS settings
In the Services / Dynamic DNS menu you can allow the DDNS service providing and the IP

address of the DDNS.

i3 Add @ Edi ed.

New settings can be by the button or the current can be
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Dynamic DNS

Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IP address
OpenWrt Wiki: DDNS Client Documentation -~ DONS Client Configuration

Qverview

Below is a list of configured DDNS configurations and their current state
If you want to send updates for IPvd and IPv6 you need to define two separate Configurations i.e. 'myddns_ipvd" and ‘myddns_ipv6

To change global settings click here

Configuration Lookup Hostname Enabled Last Update Process 1D
Registered IP Next Update Start [ Stop
myddns ipV4 yourhost example com r Never @ Edit %] Delets
- No data Disabled
myddns_ipv6 yourhost. example.com r Never @ Edit | ) Delete
- No data Disabled
1 Add

When you modified the settings, save them by the SENKWLY]0])Y button.



4. Special settings

4.1 M2M Device Manager settings

The further router parameters can be easily and remotely configured by the az M2M Device
Manager® server application. It is also capable of performing remote monitoring and firmware
updates.

The necessary Device Manager settings can be defined in the Router / Device Manager menu.
The main importants are the DM IP Address, the DM Port Number and DM User Name.

The DM port number is 443 by default.

These must be also configured in the Device Manager and the router must access the IP address of

the M2M Device Manager. You can check it by performing a ping.
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Device Manager Parameters

Carefully change the parameters
DM Mame something
DM User Name root
DM IP Address
DM Port Number

Static WAN IP Address M @ Disable WAN up CALL

CALL Timeout 30
@ Mext CALL when sending fails

oo 20

When you modified the settings, save them by the SEIR®:V:]31)Y button.

4.2 Monitoring the modem
At the Router / Modem Parameters menu you can define some special operation monitoring
and listener parameters for the modem. The Watchdog timeout can be declared as a modem

restarting time interval trigger in case of mobile network unaccessibility.



The Max. RSSI error count means the possible max. error in case of continuous signal strength
troubles. If it is permanently low or not available, the modem will be restarted as it is defined
accorfing the Watchdog timeout parameter.

M2M-Router-PRO Status System Router Senices Metwork Logout

Modem Parameters
VWatchdog timeout (=300) [s] | 600

Maximum RSSI error count in 60
10s increments

Debug level 0

Save & Apply Save

When you modified the settings, save them by the SENER WL 51} button.

4.3 Ping an IP address

Open the Network menu, Diagnostics item. Here you can check the availability of an IP address,
that is it accessible or can be pinged (Ping), is there a naming service provided, is there a response

between two points (Nslookup), furthermire the path of the communication (Traceroute).
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Diagnostics

Network Utilities

dev.openwrt.org dev.openwrt.org dev.openwrt.org

IPv4 * | @ Ping @ Traceroute @ Nslookup

Install iputils-tracerouteb for IPv6 traceroute

Important!
Check only IP addresses, which are available to access from the current IP segment and APN

zone for sure (e.qg. from an enclosed APN zone the router will not access the public internet,

and from the public internet it will not access the enclosed M2M APN zone).




Important!
In case of M2ZM APN the 192.168.1.250 address can be accessed, it is possible to ping the address

for checking the 3G network connection.

4.4 RS485/RS232 parameters
In case of present of the serial port and RS485 port expansion, at the Services / Ser2net menu
you can define the elements of the protocol conversion, such as receiving the incoming

communication in the proper format and the transparent forwarding.

Proxies

The program comes up normally as a service, opens the TCP ports specified in the configuration file, and waits for connections
COnce a connection occurs, the program attempts to set up the connection and open the serial port
If another user is already using the connection or serial port, the connection is refused with an error message

Delete

TCP Port | 8000
@ MName or number of the TCP/IP port to accept connections from for this device
A port number may be of the form [host,]Jport, such as 127.0.0.1.2000 or localhost, 2000
If this is specified, it will only bind to the IP address specified for the port
Otherwise, it will bind to all the ports on the machine

State Raw j

@ Either raw or rawlp or telnet or off. off disables the port from accepting connections

It can be turned on later from the control port

raw enables the port and transfers all data as-is between the port and the long

rawlp enables the port and transfers all input data to device, device is open without any termios setting

It allow to use /dev/IpX devices and printers connected to them

telnet enables the port and runs the telnet protocol on the port to set up telnet parameters. This is mest useful for using telnet

Timeout 30

@ The time (in seconds) before the port will be disconnected if there is no activity on it
A zero value disables this funciton

Device {devfttyS6

@ The name of the device to connect to
This must be in the form of /dev/

Options 19200 1STOPBIT BDATABITS
@ Sets operational parameters for the serial port
Values may be separated by spaces or commas
Options 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 set the various baud rates. EVEN, ODD, NONE set the
parity.

i) Add or %] Delete

At the bottom, you can a new setting.

When you modified the settings, save them by the SENKWLY]:])Y button.



4.5 Network Time Service (NTP)
Open the System menu, Time Synchronisation item.
You can add hereby the refresh interval at the Update interval (in seconds).

You can define the time synch at the Clock Adjustment.
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Time Synchronisation

Synchranizes the system time

General
Current system time  Wed Mar 114:11:45 2017

Update interval (in seconds) 600

Count of time measurements

@ empty = infinite

Clock Adjustment

Offset frequency |0

Time Servers

Hostname Port
0.openwrt.pool.ntp.org 123 %] Delete
1.openwrt.pool.ntp.org 123 %] Delete
2. openwrt.pool.ntp.org 123 %] Delete
3.openwrt.pool.ntp.org 123 %] Delete
£ Add

Save & Apply Save

) Add

At the Time Servers part you can NTP time servers by its Hostname, IP-address or server

name, and Port.

When you modified the settings, save them by the SENKWLY]0])Y button.



4.6 Identifiying names connecting machines

Open the Services menu, Hostnames item.

Here you can register those machines, network devices which are using the router connection - for
an easier identification. You can add logical names to the IP addresses which you can see as listed
at the status overview. When you modified the settings, save them by the button.

4.7 TFTP service settings
Open the Network menu, DHCP and DNS item, TFTP settings tab to allow the TFTP service

(Enable TFTP server), and the related further parameters.
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DHCP and DNS

Server Settings

General Settings Resolv and Hosts Files TFTP Settings Advanced Settings

Enable TFTP server I

Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

There are no active leases.

Active DHCPV6 Leases

Host IPv6-Address DUID Leasetime remaining

There are no active leases.

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations
where only hosts with a corresponding lease are served

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the /Pvd-Address specifies to the fixed address to use and the Hostname is
assigned as symbolic name to the requesting host. The optional Lease time can be used to set non-standard host-specific lease time, e.g. 12h, 3d or infinite

Hostname MAC-Address |IPyd-Address Lease time IPy6-Suffix (hex)

This section contains no values yet

1 Add



4.8 LED configuration

Open the System menu, LED Configuration item. Here you can define the LED operation rules

for the main important events.

By the Name field you can identify a rule, at the LED Name filed, where you can choose the LED

light according to the following:

leg2g — LED2 green light
led1r— LED1 red light
led3g — LED3 green light
led2r— LED2 red light
led3r— LED3 red light

Only the free — not used - LED statuses will be visible and listed here.

M2M-Router-PRO  status

Delete
MName | wan
LED Name led2g j
Default state ™
Trigger netdey j
Device | 3g-wan j
Trigger Mode M Link On™ Transmit I Receive
Delete
Name wifi
LED MName led3g j

Default state [T

Trigger | netdey j

Device wlan0 j

Trigger Mode B Link On I~ Transmit 7 Receive

{7 Add



The Trigger allows to choose an event type of operation. E.g. netdev menads the network interface
connection type, and Device identifies the related network interface.

Youcan A% or ¥ D= 4 ED setting.

When you have modified the settings, save them by the SE\ERY.Y:)1)Y button.



5. Software refresh and router maintenance

5.1 Firmware refresh

1. Open the System menu, Backup / Flash firmware item.
2. Browse the fwos-.... compressed file then push to the Flash image button.

M2M-Router-PRO  status~  System~  Router

Flash operations

Actions Canfiguration

Backup / Restore
Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with

sguashfs images)

Download backup [@ Generate archive

To restore configuration files, you can upload a previously generated backup archive here

Restore backup Talldzas... | MNincs kijeldlve fajl [@ Upload archive

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an OpenWWrt
compatible firmware image)

FPowered by LuCl Master (git-15.137.54403-f67d3%e) / OpenWrt Designated Driver r49022
3. A new window will appear where the file will be checked. When it is okay, the system refreshment

is possible by the Proceed button.

M2M-Router Status Router et

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed. compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedurs

¢ Checksum: £044£29c7c4d4592c2fbel00blEEbi29e

* Size: 4.46 MB

Powered by LUCl Master (git-15.137.54403-f67d39¢) / OpenWrt Designated Driver r49022



4. Then the next message appears on the screen in the browser. Then the refresh method has
started, while the LED2 and LED3 is continuously lidghting by red.

System - Flashing...

The system is flashing now.
DO NOT POWER. OFF THE DEVICE!
Wait a few minutes before vou try to reconnect. It might be necessarv to renew the address of vour computer to reach the device again, depending on vour settings.

Loading Waiting for changes to be applied...

5. Later the LED2 wil blandk and only the LED3 lighting with red.

6. At the end of the installation — the LEDs are not lighting further — the system restarting twice
while all the three LEDs are continuously lighting with green, then the OpenWrt system will

be loaded as it was described before.

Important!
This flashing... window will not closed automatically, and the browser cannot sense the

avallability of the OpenWrt site. Then, close the windows after the refresh and open a new
with the default URL in your browser.

7. When the middle Cell LED is lighting continuously in green. Login to main page again, and
check the updated software version!

5.2 Installing applications

Open the System / Software menu.

Important!
This feature is available when the public internet can be accessed by the SIM card, APN

zone.

You can refresh the catalog of the available applications by the Update lists button.



When it was successful, fill the name of the application you are attempted to install at the
Download and install package field (e.g. MC — Midnight Commander esetében), and push

to the OK button for the installation — regarding the upcoming hints on the screen.

The installed packages of the router are listed lower at the Status part.

M2M-Router-PRO Status = System~  Router~  Semices = Metwork = Logout
Software

Actions Configuration
Mo package lists available @ Update lists

Free space: 100% (44.52 MB)
[

Download and install package oK
Filter @ Find package
Status
Installed packages Awailable packages
Package name Version
Remave base-files 165-r49022
Remove bind-client 9.9.8-P4-2

5.3 Restarting the router

Choose the System / Reboot item and push upon the Perform reboot button. Then the router
will be restarted as it was described before (the 3 LEDs lighting shortly by red colour for a
second, and the St. LED flashing assigns the booting process, then the router will be operating as

normal, and will be connected to the internet according the configuration settings.

M2M-Router-PRO Status =

Reboot

Reboots the operating system of your device

@ Perform reboat

FPowered by LuCl Master (git-15.137_54403-f67d3%¢) / OpenWrt Designated Driver r49022



5.4 Reset

When the router is not reacting or it was not possible to configure properly, push int he Reset titled
low-case button for 10 seconds — by a sharp and thin object. Then the router will be restarted by
the factory configuration, whereas the LED lights will assign it. After a few minutes, the router will

be available and accessible on its default address.

Important!
Configure the router on its web user interface!

5.5 Password change

Open the System / Administration menu.
At the Router password you can fill the new Password and again to the Confirm password
fields. Now, you will be able to login with this new password.

(Remember: the default account name is root, the default password is wmrpwd).

5.6 Backup and restore of settings

Open the System menu, Backup / Flash Firmware item.

At the Backup / Restore part and Download backup feature push the @ Semetearchive | tton

for saving the settings into a file.

M2M-Router-PRO  status

Flash operations

Actions Configuration

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with
squashfs images)

Download backup: [@ Generate archive

To restore configuration files, you can upload a previously generated backup archive here

Restore backup Talldzds... | Mincs kijelalve fajl [@ Upload archive



The Restore backup is possible to reload — a previously saved configuration — when you will be

able to browse and load from your computer to the router memory by pushing the

[@ Upload archive... button

5.7 Handling the memory cards

The router is able to handle the connected and mounted uSD cards, USB memory sticks. But these
are only possible to access from the Linux command line (ssh connection).

The partitions and memory areas are listed when you will attempted to choose the System / Mount
Points menu. At the Mount Points part will be listed the automatically connected and mounted

devices. These will be attached under the /mnt.



6. Troubleshooting

LED activities

Can you see a LED signal activity?

It is not sure that after 2 minutes of LED inactivity it must mean a failure. It is possible that the
router is currently under restart progress or it has just booting. Wait 2-3 minutes, then check the
LEDs. If the LED1..LED2..LED3 are not blinking or light then the device hasn’t got its power supply

or the device has damaged, or it has a malfunction.

In case of LED blinking after restart

After cca. 2 minutes of the the router starting, the LED1 start to blinking by green (once in every
second). Then after cca. 2 minutes the LED1 will flashing further once in every 10 seconds.

Then the LED3 starts to blinking in green. The router tries to connect to the mobile network
(autenticates and logging to the APN zone and will be initiating the network connection).

(In case of 4G version, the after connecting the LED3 will not lighting — the LED is inactive).

The device is communicating on the network and will send a couple of minutes later proper RSSI
values and life signals. During the operation, the LED1 will blinks once in every 10 seconds. This

means the normal operation of the router.

Power supply

Check that the router that it has its power source through its microfit connector (POWER). If it
does not, then reconnect the power cable. When it has its power source the LED signals will sign it.
In this case please wait for 2-3 minutes, while the router will register to the network then check the
life signals. When the power source will be added, all then the LED1 (green) will lighting for 2
minutes, then after that only blinks once in every 10 seconds. The router is booting and just started.

When it is ready to operate, login and check the life signals.

Cable connection
Check or connect the RJ45 UTP cable to the ETHERNET port. When the router is operating, the

Ethernet port LEDs must sign the network activities.



Continuous restarting...

When the modem is not available or cannot be connected to the network, then the router will be
restarted in every 2 minutes!

When the ppp/wan connection is not configured properly or the modem was not perperly

confugzred, the router will be restarted in every 10 minutes.

Antenna

Check or connect proper SMA fit antenna to the Antenna connector and mount it to the interface.
The router must send and assure proper RSSI signal value and life signals after 2-3 minutes of the
starting.

In case of using WiFi, use WiFi antenna!

SIM-card is not detected
Turn off the router — POWER plug disconnection. Check that a SIM card was inserted to the SIM
holder in the proper position and orientation. Push the SIM card back and ask you Mobile Operator

that the SIM card is active or not. Let’s start the router again and check it, please.

SIM/APN failure

It means a SIM or APN failure, if the Cell. LED will not lighting for minutes. If the device is not
registering to the network, then the modem was not initiated properly, and the router will restart
itself after 10 minutes.

This could caused by a not proper APN setting (you can configure it on the local web user interface).

Connection to the router, checking the connection
Configure the Ethernet interface IP address on your PC where you can access it (Control panel

|/ Network / Network Adapter / Adapter settings). Ping the router IP address.

When the router will not started...

Follow the hints of the Installation manual.



Cannot access the router on ssh or on the LuCi web interface

The DHCP service is turned off for the router Ethernet interface, by default. Therefore, you have to
configure an IP address for you PC, manually. Add fog e.g. 192.168.127.10 IP address to your
computer’s Ethernet interface for connecting to the router.

(If you have the WiFi onboard version of the router, then you can configure your router on WiFi
(DHCP activated).

For accessing the web user interface we offer the Mozilla Firefox web.

Default web user interface (LuCi) address is: https://192.168.127.1:8888
e Username: root

e Password: wmrpwd

e then push to the Login button.

Allow the accessing of the router default IP address in your browser by pushing to the Special
button, then allow the safety exclusion into the pop-up window.


https://192.168.127.1:8888/

7. Support availability

If you have any questions concerning the use of the device, contact us at the following address:

E-mail: support@m2mserver.com

Telephone: +36203331111

7.1 Contact the support line

For the proper identification of the router you should use the sticker on the device, which contains
important information for the call center.

Attach the OpenWrt related important information — marked - of modem identifiers to the problem
ticket, which will help resolving the problem! Thank you!

M2M-Router Status = System = Router = MNetwork = Logout AUTC REFRESH ON

Status
System
Meswame ... NMRowe
Model Atmel ATH1SAMIK25-EK
| FimwareVerson  Openn Designated Drier 9022 / LuCl Master (it-15 137 544036735 ¢
Build Date 2017-02-10 18:30:10.090307131+01:00
SRS
Kernel Version 444
DS Fimeare  ooteostsn
Local Time Fri Feb 10 18:10:24 2017
Uptime Oh 38m 7s
Load Average 027,023 027
Memory
Total Available 101404 kB / 125560 kB (80%
Free 98936 kB /125560 kB (78%)
Buffered 2458 KB /125560 kB (1%)
Network
Modem Model HE910-GL

Modem RSSI 8


mailto:support@m2mserver.com

7.2 Product support

The documentation and software released for this product can be accessed via the following link:
http://www.m2mserver.com/en/products/m2m-router

The documentation and software released for this product can be accessed via the following link:
http://www.m2mserver.com/en/support/

Online product support can be required here:
http://www.m2mserver.com/en/support/



http://www.m2mserver.com/en/products/m2m-router
http://www.m2mserver.com/en/support/
http://www.m2mserver.com/en/support/

8. Legal notice

©2017. WM Systems LLC.

The content of this documentation (all information, pictures, tests, descriptions, guides, logos) is under
copyright protection. Copying, using, distributing and publishing it is only permitted with the consent of WM

Systems LLC., with clear indication of the source.

The pictures in the user guide are only for illustration purposes.

WM Systems LLC. does not acknowledge or accept responsibility for any mistakes in the information
contained in the user guide.

The published information in this document is subject to change without notice.

All data contained in the user guide is for information purposes only. For further information, please, contact

our colleagues.

Warning
Any errors occurring during the program update process may result in failure of the device.



